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Focused Products

CISCO’s SMB EXPERIENCES OUTCOMES

SecureHy
bri
d

Re
mo
teSmart

Cloud or On-prem
Infrastructure

Core Products
Cybersecurity

DUO/ UMB/ AMP

Empowered through combination of products from the Cisco SMB Portfolio

The Hybrid SMB
“Work from anywhere”

The Smart SMB
“Build smarter workspaces”

The Secure SMB
“Protect your assets”

The Remote SMB
“Keep everyone connected”
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Security Overview
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Multiple clouds makes tool sprawl worse

Security

Network 

Compute

Storage

Other Services

Infrastructure
as a Service

Applications

ServicesPlatform as a Service

Software as a Service

…

…

Different platforms, different controls

Security and Networking
as a Service

PRIVATEAZURE AWS Google
Cloud



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Cisco Security Cloud

Security

Network 

Compute

Storage

Other Services

Infrastructure
as a Service

Security and Networking
as a Service

Cisco Security Cloud

Applications

ServicesPlatform as a Service

Software as a Service

…

…

PRIVATEAZURE AWS Google
Cloud

Cisco Networking Cloud
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Posture & Auth Management Endpoint Security

Email Security Experience Insights

Remote Browser Isolation Security Service Edge

Application Security

Vulnerability Management Attack Surface Management

Workload Security

Multicloud Defense

Extended Detection & Response Ransomware Recovery 

Security that only Cisco can deliver

Firewall Protection

Cisco Security Cloud

Cisco Breach Protection
Powered by the Talos threat intelligence team

Cisco Cloud ProtectionCisco User Protection
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Users Apps

Cisco Security Cloud

Breach Protection Capabilities

Cloud Protection Capabilities
User Protection
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COPPER

PVC

IRON

STEEL
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COPPER

PVC

IRON

STEEL

ZTNA

VPN

SaaS

Direct

Traditional apps

Private apps

Internet apps

SaaS apps
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We handle the 
plumbing

STEP 2
Go to Work

STEP 1
Authenticate

Traditional apps

Private apps

Internet apps

SaaS apps

ZTNA

VPN

SaaS

Direct
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Corporate Network

Authenticate User

Smooth and easy intelligent access

No
Re-authentication

Required Concur

Salesforce

Workday
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Smooth and easy intelligent access

Re-authenticate

Different Network

Secure Access

Privacy preserved 
verification

Concur

Salesforce

Workday
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Network ApplicationClient BroadbandWiFi

Cisco ensures a great user experience

Built into Cisco 
SD-WAN

Robust, fault tolerant 
global network

Target latency of ~40ms or 
less for 99% of users

Built on industry leading 
QUIC protocol

ThousandEyes
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Less complexity, more visibility and control

System vs. point solutions

T
1

- VS -

Unified dashboard and 
unified agent for SSE

Automation & self-service / 
self-remediation for user 

authentication
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Never assume trust, continuously verify

User gains right access 
and session

User works securely from any 
device, any location

Apps

Continuous Verification

Contextual policy

Coming Soon

Global General Availability Coming Soon
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Enhance visibility and control

The Cisco Advantage

Cisco Secure Access 
incorporates all pertinent 
security modules in one 
system delivering a more 
powerful outcome

Only solution with 
continuous verification for 
all applications

Automation, self-service 
and self-remediation reduce 
IT burden

less time to administer with Duo vs. 
other authentication solutions13X of authentication related cases to 

the help desk eliminated90%
Source: The Total Economic Impact Of Cisco Duo, Feb. 2023

Global General Availability Coming Soon
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Posture & Auth Management Endpoint Security

Email Security Experience Insights

Remote Browser Isolation Network Access Control

Security Service Edge

Application Security

Vulnerability Management Full Stack Observability

Workload Security

Multicloud DefenseFirewall Protection

Cisco Security Cloud

Extended Detection & Response

Cisco Breach Protection
Powered by the Talos threat intelligence team

Cisco Cloud Protection

Cisco User Protection Suite
Posture & Auth Management Endpoint Security Email Security Experience Insights*

Remote Browser Isolation Security Service Edge*

* Global General Availability Coming Soon



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Users Apps

Cisco Security Cloud

Breach Protection Capabilities

User Protection Capabilities
Cloud Protection
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Prod

Private Cloud

SalesSales Portal

PCI DataFinanceWeb Portal

Dev DatabaseAppWeb

Marketing
App

Customer DB

AWS
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AWSAZUREGoogle
Cloud

Prod

Private Cloud

SalesSales Portal

PCI DataFinanceWeb Portal

Dev DatabaseAppWeb

Customer DB

Speaks 
IPs

Speaks 
Services

Cisco 
Understands

Both
Zero Trust

Authorized Access Only

Marketing
App
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AI help for creating and optimizing security policies

Policy Assistant 
• Reduces security policy 

complexity

• Optimizes policy for efficacy & 
efficiency
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Users Apps

Cisco Security Cloud

User Protection Capabilities Cloud Protection Capabilities

Breach Protection CapabilitiesCloud Protection Suite
Workload Security Vulnerability Management

Attack Surface Management

Multicloud Defense

Application Security
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Users Apps

Cisco Security Cloud

User Protection Capabilities Cloud Protection Capabilities
Breach Protection
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DNSEmail Process Network

Cisco XDR has the broadest native telemetry

Central data warehouse, analytics, and management in the 
Security Cloud

Every email, 
including forwarded

Every process that 
makes a connection

More network traffic, 
in more detail

More web requests (600B 
per day)
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550B
security events observed daily

500
threat researchers

AI
powered algorithms

Talos powers the Cisco portfolio with intelligence
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AppApp

1100100  01 0

01 01010 01
0110  01 10101

Snapshot of good 
state taken

Connection made, 
app infected 

Suspicious process 
attempts to connect 

to app
Zero RPO

Accelerating ransomware recovery
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AI help for the SOC analyst

SOC AI Assistant 
• Summarizes incidents across domains

• Optimizes remediation tactics
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Posture & Auth Management Endpoint Security

Email Security Experience Insights

Remote Browser Isolation Network Access Control

Security Service Edge

Network Security Analytics Application Security

Vulnerability Management Full Stack Observability

Workload Security

Multicloud Defense

Security that only Cisco can deliver

Firewall Protection

Cisco Security Cloud

Extended Detection & Response

Cisco Breach Protection
Powered by the Talos threat intelligence team

Cisco Cloud ProtectionCisco User Protection

Breach Protection Suite
Extended Detection & Response Ransomware Recovery
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Posture & Auth Management Endpoint Security

Email Security Experience Insights

Remote Browser Isolation Security Service Edge

Application Security

Vulnerability Management Attack Surface Management

Workload Security

Multicloud Defense

Extended Detection & Response Ransomware Recovery 

Security that only Cisco can deliver

Firewall Protection

Cisco Security Cloud

Cisco Breach Protection
Powered by the Talos threat intelligence team

Cisco Cloud ProtectionCisco User Protection



MS Update
NEW Meraki Switches! CAT9300-M & MS130











Meraki 
Subscription 
Licensing 



Launched September 19, 2023!

What’s launching 
• Meraki Subscription Licensing
• Dashboard Management experience

Who’s the target audience
New or renewing customers in the US and EU. 

Note: Future releases will cover customers from other areas and that 
want to transition from their current Meraki license model.



License management

Subscription Licensing: Simple and Flexible
Licensing Overview

Simplified SKUs Feature boundaries Compliance

Only out of compliance devices 
affected

Network-based licensing provides 
services where you need them most

More intuitive license options for 
streamlined deployments

Claiming is done only once in the 
lifecycle of a subscription



Licensing Model Feature Comparison

Co-Term Subscription

Common Expiration Org Org or Network

End Date Dynamic Fixed

Simplified SKUs No Yes

Multiple Feature Tier 
Support No Yes

Upgrades Requires Loss of Time Paid (Prorated)

License Key Required for Origination, 
Additions and Renewals Required for Origination Only

Payment Methods Pre-Pay Only Periodic or Pre-pay

Compliance Org Shutdown

Network Mgmt Disabled
(License Expiration)

Device Mgmt Disabled
(Exceeding Limit)

Licensing Overview



September 2023 Winter 23/24 2024

● For new & renewing 
EU/US customers 

Subscriptions launch

● New subscription 
orderability

● Dashboard subscription 
experience

● Simplified SKUs
● Ability to cancel inline 

with Meraki’s return 
policy

What’s Launching

2025

What’s Launching

● Ability to grow size of 
subscription and add 
upgrades (ex: advanced 
tier features)

What’s Launching

● Ability to migrate from 
Co-Term Licensing to a 
Subscription model mid-
term

● Renewals & Extensions


