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Most common forms of ransomware

– CryptoLocker uses email attachments to encrypt certain 
types of files 

– CryptoWall uses asymmetric encryption, where the 
decryption key is different from the encryption key 

– Locky attacks Windows files

– TorrentLocker scans the system for programs and files 
and conceals the data, leaving ransom instructions to the 
victim

– Virlock is a self-reproducing ransomware and a shape-
shifter that locks victims’ screens
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Ransomware attacks are on the rise
Are you protected against them?
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*Must-Know Ransomware Statistics 2017. Barkly, June 2017.

Ransomware attacks are frequent—

A company is hit by ransomware every 40 seconds*

No industry is immune—At least 15% of businesses in 

the top 10 industry sectors have been attacked*

Rate of infection is high—71% of companies targeted 

have been infected*

Restoring data is not guaranteed—Despite paying the 

ransom, one in five businesses never get back their files*
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https://blog.barkly.com/ransomware-statistics-2017


The cost of ransomware attacks
Not only financial hits, but also IT setbacks and damaged company brand
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How you can avoid ransomware attacks
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1 Keep all software up to date

2 Perform a threat analysis with your security team

– Complete penetration testing to find vulnerabilities

3 Train staff on cyber security practices

– Tell staff not to open attachments or links from unknown 

sources

– Inform employees if a virus reaches the company network

4 Back up all information every day

5 Back up all information to a secure, off-site location

Source: How to avoid ransomware attacks: 10 tips. TechRepublic, 27 July 2016.

Read HPE recommendations on ransomware 

prevention here
Read HPE recommendations on 

ransomware prevention here
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http://www.techrepublic.com/article/10-tips-to-avoid-ransomware-attacks/
http://h20195.www2.hpe.com/V2/GetDocument.aspx?docname=a00041582enw


Snapshots and replication are not enough to protect you 
against ransomware
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File 

loss

File 

corruption

Hardware 

platform 

failure

Data center 

outage and

power failure

Malware

and 

ransomware

Retention 

compliance

Primary

storage

Secondary 

storage

Failures and business contingencies

*Only for recent file loss or file corruption

Disk backup

Tape and cloud archive

System replication or 
primary storage 

replicationSnapshots*
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Cloud backup made simple
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HPE StoreOnce + Cloud Bank Storage

Native cloud integration
Seamlessly cloud-enable your storage and apps

Optimize your cloud investment
20X reduction in cloud storage costs with efficient      

de-duplicated data transfer

Secure cloud backup and DR
Encrypted, self describing backup data in the cloud

Simplify Operations Deliver on SLAs Protect your data, your way



Empowering your app owners

a00056577enw For HPE and Channel Partner internal use only 15

Self-service
DBAs can backup directly to StoreOnce - using 

familiar native user interfaces

More efficient
Faster backup, 95% less network utilization, 20X less 

backup storage

Lower cost
Reduce cost and complexity by removing traditional 

backup application

Simplify Operations Deliver on SLAs Protect your data, your way

HPE StoreOnce
HPE StoreOnce 
Catalyst Plug-Ins

Application direct

data path

Source-side dedupe



3640

5200

5650

3620

Up to 6.48 PB¹

Effective Capacity

Up to 13 PB¹

Effective Capacity

Up to 104 PB¹

Effective Capacity

Up to 1.9 PB¹

Effective Capacity

5250

Up to 51 PB¹

Effective Capacity

Up to 30 PB¹

Effective Capacity

¹ Maximum local capacity + Cloud Bank Storage capacity with 20:1 deduplication

Storage efficiency.

Reduce backup cost and 

footprint by 95%

Guaranteed.

20:1

StoreOnce VSA

Take control of data growth
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Simplify Operations Deliver on SLAs Protect your data, your way



Break the backup window and deliver on recovery SLAs
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Flash speed 
protection
with minimal            
app impact

Less cost              
and complexity

Eliminates need for               
traditional backup

Built                                           
for cloud

Seamless cloud backup for long term 
retention, archive and DR

RMC²
3PAR

StoreOnce Cloud Bank Storage 23x Faster backup³

15x Faster restore³

Nimble

Self service

Protection
Automated intelligent, policy-based 

copy automation

Simplify Operations Deliver on SLAs Protect your data, your way

¹RMC is available as standard with every 3PAR & Nimble system as part of the array all-inclusive license

²for VMware environments compared to traditional backup environments



The 3-2-1 rule for best practice data protection
Protecting data against any failure...wherever it lives
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3-2-1 best practice: Three copies of data, two copies on 
two different types of media, one copy off-site

On-premises Off-site

First copy on 
primary storage

Second copy on disk 
backup appliance

Third copy on another disk             
backup appliance

Optional: Copy to tape or 
Cloud (archive and 

compliance)             
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HPE solution overview for data protection against ransomware
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Hypervisor

Application Data

HPE StoreOnce Catalyst

1

2

3

3-2-1 rule

Have three copies of data

Store on two different media types

Keep one copy off-site

VM VMVM

Services 
HPE Pointnext and partners 
Consulting, support, and education

HPE Financial Services
Flexible capacity and technology refresh

On-premises

On-premises

(Integrates with backup and 
recovery software as well as native 

database data protection tools)
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Private

1

2

3

HPE Cloud Bank Storage for 
StoreOnce 

Public

3
HPE

StoreOnce

HPE 3PAR, HPE Nimble, or Primera snapshots

HPE RMC

On-premises

OR

Backup/Recovery 
Software

Snapshot

For HPE and Channel Partner internal use only



Veeam
gateway

HPE StoreOnce Catalyst denies access to backups
Example: Veeam backup and recovery software

20

E:\Backup>dir
Volume in drive C is Veeam
Volume Serial Number is 6AE5-29

Directory of E:\Backup
2016-07-27 16:04  <DIR> .
2016-07-27 16:04  <DIR> ..
2016-07-27 16:05  <DIR> Job-Oracle
2015-11-18 18:19  <DIR> Job-SQL
2015-11-18 18:19  <DIR> VeeamConfigBackup

0 File(s)              0 bytes
4 Dir(s)  17,381,437,440 bytes free

Backup repositories

Oracle.VM.vbk
SQL.VM.vbk
DC.VM.vbk

All restore points are HEALTHY !

Oracle.VM.vbk
SQL.VM.vbk
DC.VM.vbk

Oracle.VM.vbk
SQL.VM.vbk
DC.VM.vbk

Oracle.VM.vbk
SQL.VM.vbk
DC.VM.vbk

Production virtual

infrastructure

Windows Server

Access is denied to virus—repository is 

visible only using Catalyst API

Benefit: Your backup repository is protected against viruses

NAS share

Local disk Oracle.VM.vbk
SQL.VM.vbk
DC.VM.vbk
All restore points are lost !

Oracle.VM.vbk
SQL.VM.vbk
DC.VM.vbk
All restore points are lost !

Oracle.VM.vbk
SQL.VM.vbk
DC.VM.vbk
All restore points are HEALTHY !

VM

Hypervisor

VM VM VM

Veeam
server

Veeam
proxy

\\NAS\Backup

StoreOnce
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RMC restores data quickly after a ransomware attack to meet 
stringent RPOs and RTOs
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RMC reads only the backup differentials from StoreOnce and 
moves only the changed blocks from StoreOnce to a target 

snapshot on 3PAR

15x faster restore*

Deliver on SLAs with 15x 
faster recovery* than traditional 
backup applications

Recover at the speed of flash 
by only sending unique 
changed data from StoreOnce 
to 3PAR, Nimble, or Primera

Reduce cost and complexity 

of traditional recovery 

approaches with direct restore 

from 3PAR to StoreOnce

*Compared to traditional server-based backup environments
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HPE RMC 5.0 and HPE Cloud Bank Storage
Optional cloud backup
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Economic
Low-cost, scalable, long-term retention

Secure
Simple, encrypted, and reliable cloud disaster 

recovery

Flexible
Automated, native tiering of backup data to the 

cloud platform of your choice

Efficient
Ability to send, store, and retrieve only unique 

data for lower TCO

Retain 100 PB1 + data from $0.001/GB/month2

2Assuming dedupe ratio of 20:1 and AWS (S3) standard object storage pricing of $0.02 per GB per month

1Assuming dedupe ratio of 20:1 and the maximum logical capacity of StoreOnce 6600 of 34 PB
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Eliminate lock-in with best of breed partner ecosystem
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Simplify Operations Deliver on SLAs Protect your data, your way

Backup 
ISVs

Apps, 
Databases, 

VMs
Public/Private 

Cloud

Best of breed partner integration



HPE SimpliVity 380: The powerhouse in hyperconvergence
The industry’s most powerful hyperconverged platform uniting best-in-class data services with the 
world’s bestselling server

Powerful

Simple

All IT infrastructure and advanced 
data services in a single building block

Intuitive per-VM management with 
rapid deployment and scale

Efficient
69% TCO savings compared to traditional 
infrastructure and up to 55% cheaper 
than AWS

Other 
Hyperconverged

Solutions
HPE SimpliVity
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HPE SimpliVity Data Virtualization Platform
A modern data architecture
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Guaranteed Data Efficiency

Built-in Resiliency, Backup, and 
Disaster Recovery

Global VM-Centric Management and 
Mobility















A new Compute experience

Agility

A better way to deliver 
business results

Security

A better way to protect
your business and data

Economic control

A better way to consume and 
pay only for what you use

Powered by the world’s most secure industry standard servers1



Data Protection and Security from Cradle to Grave
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Ultimate firmware
protection

Run-time attack
detection

Identify potential
behavioral risks

Alerts for compromised 

firmware 

Quick recovery & restore

1 2
Silicon to supply chain Boot to Business

Encryption at Scale with Key 

Management tools

3
Insider threats

HPE Secure 
Compute 
Lifecycle

Silicon Root of Trust

Secure supply chain 

Secure data within
the server

Accelerate regulatory 
compliance

Safely dispose of data
and infrastructure

4 5 6
Quantum computing security Data Sovereignty End of Life



HPE Secure Compute
The world’s most secure industry standard servers*

− Silicon Root of Trust

− Two Factor Authentication CAC

− Server Configuration Lock

− Security Dashboard

− Security Hardening Support

− CNSA Suite (former NSA Suite B)

− Prevent firmware attacks from OS

− One Button Secure Erase

− 3rd party Key Manager Integration

− Common Criteria and FIPS 140-2 Level1

− UEFI Secure Boot & Made in USA

− TPM 1.2 and 2.0

− Secure Protocols and certifications 

− Detecting Compromised 
Firmware

− Firmware Runtime Verification

− Chassis Intrusion Detection on 
most servers

− HPE Rack Cabinet Door Detector

− Verified Boot

− Trusted eXecution Technology

− SIEM Tool Support

− Audit Logs

− Measured Boot

− Secure Auto Recovery

− Recover essential firmware and 
OS

− Data Collection for forensics 
evaluation

− HPE Pointnext custom recovery 
services
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Protect Detect Recover

New in Gen10

*Based on external firm conducting cyber security penetration testing of a range of server products from a range of manufactures, May 2017

New in Gen10, available in April 2019 with 
iLO 5 v1.40



ENGAGE WITH HPE STORAGE

hpe.com/storage

@HPE_Storage

facebook.com/HPEStorage

search HPE Technology

#hpestorage

https://www.hpe.com/us/en/storage.html
https://twitter.com/HPE_Storage
https://twitter.com/HPE_Storage
https://www.facebook.com/HPEStorage/
https://www.facebook.com/HPEStorage/
https://www.youtube.com/user/HewlettPackardVideos
https://www.linkedin.com/showcase/hpestorage/
https://www.linkedin.com/showcase/hpestorage/

