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Security is like an onion…

• As you peel the layers you get a better 
understanding!

• But sometimes it makes you cry!



Today’s
Menu

• Starters
• Trends today

•Meat & Potatoes
Highlight a few Solutions
• Data   
• Users
• Endpoint
• Perimeter

• Dessert
• Q&A
• Cocktails & Dinner
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Starters
Today’s Trends



Today’s Statistics



Cybercriminal Ecosystem 
– For Sale on Dark Web

• Malware/ransomware – free-$20k 
Software to steal data

• Exploit Kits - $2k – Toolkits to exploit 
vulnerabilities

• Droppers – free-$10k Software to 
download malware/ransomware to a 
device

• Usernames/Passwords –
Free - $8/name & password 
data to phish or hack.
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Meat & Potatoes



Why are we only 
Highlighting Solutions?

• Starters
• Trends today

•Meat & Potatoes
Highlighting Solutions
• Data   
• Users
• Endpoint
• Perimeter

• Dessert
• Q&A
• Dinner

Highlighting 
Solutions



CTComp’s Security Portfolio
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Data Security
Backup & Email Security Highlights

• Backup
• Managed Service On-

Premise
• Offsite Backup
• Office 365 Backup

• Email Security
• Advanced Threat 

Protection
• Archiving/Compliance 

for Office 365
• Zix Protection Suite for 

On-Premise or Office365



Backup

• Many of us use backup to protect from ransomware.
• What if Ransomware encrypts your backup?
• Are you still protected? 
• 68% of Small/Medium sized business do not have a DR 

plan. Do you?



CTComp Managed Backup 
and Offsite Backup

• Managed Service 
• SSAE 18 - SOC II Type 2

• We install, configure AND MANAGE all 
aspects of your backup
• Our design minimizes a ransomware attack
• Call us to restore a file, folder, drive or a 

whole machine.  Included in the service.
• Offsite storage at our SOC II Data Center 

Plantsville CT
• You can visit your data anytime!

• Add Managed Service  - DRaaS.



Office 365 Backup

• Deletion
• Ransomware
• Corruption

• Managed CTComp 
Service



Email Security

• User behavior tops 
list of challenges
• Targeted phishing 

attacks make a 
comeback
• Account takeover is 

a gateway to more 
exploits



Email Security – Advanced Threat Protection

Add on to your office 365 subscription or comes with E5/A5 and Business Plans



I don’t need 
Archiving we are not 

subject to 
compliance. 

Ever face a lawsuit?

The cost of 1 lawsuit will often 
pay for having an archival/E-

discovery system. 



Archiving - Compliance 
for Office 365
• Add it to your plan or comes with E3 and above



Zix Protection Suite

• ADVANCED EMAIL THREAT 
PROTECTION

• INDUSTRY LEADING EMAIL 
ENCRYPTION

• UNIFIED BUSINESS 
COMMUNICATION 
ARCHIVING

• SINGLE MANAGEMENT 
INTERFACE

• BUSINESS EMAIL 
CONTINUITY DURING 
INTERRUPTIONS
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Users Security
AD, Apps & Awareness Highlights

• Active Directory
• New Password Guidance 
• Monitoring Dark Web 

for Username/Password
• Applications

• 2 Factor Authentication
• Audit & Data 

Classification

• Security Awareness Training
• CTComp Managed 

Service



Active Directory 
Passwords –
New Microsoft 
Guidance

“Microsoft now agrees 
that there is no point to 
forced password changes 
and will be removing that 
recommendation from its 
security 
recommendations.”

“If your users are the kind 
who are willing to answer 
surveys in the parking lot 
that exchange a candy bar 
for their passwords, no 
password expiration 
policy will help you,”

“If a password is never stolen, there’s no need to expire it. And if you have 
evidence that a password has been stolen, you would presumably act 
immediately rather than wait for expiration to fix the problem.”

The recommendation is change it when it is stolen, 
or use 2 factor authentication (2FA or MFA)



9 ways your employees work credentials can lead to a breach

39% of 
adults in 
the U.S. 
use the 
same or 
similar 
password 
on 
multiple 
sites



Credentials - For Sale on the Dark Web
• Surface web about 4% of Internet

• Deep Web 96% - Dark Web is part of 
deep web. Not Searchable websites.

• Dark Web it’s on the internet
• Access with VPN/Onion over 

VPN & a TOR browser 
• There are guides. BUT…

• Site names end in .onion

• Site names are often cryptic
• Darkweb Marketplace 

6ngvt5ueyjyo62zx.onion

• There are Chatrooms
• chattorci7bcgygp.onion

For Sale: Guns, Porn, Drugs, Malware & Viruses, Exploits, Gift Cards, Usernames & Passwords and more!  Pay with bitcoin. 





Domain Hits
@achievefinancialcu.com  13
@aefcu.com 145
@calcagni.com 344
@chelseagroton.com 65
@cmhacc.org 80
@duncaster.org 33
@durhammfg.com 59
@dutchpoint.org 20

Domain Hits
@executiveag.com 44
@firstbristol.org 23
@hedgebay.com 12
@kbebuilding.com 115
@lcdone.com 7
@LenkowskiLonerganCPA.com 10
@livewell.org 2
@Lyons.com 105

Are your credentials on the Dark Web?



Domain Hits
mdruben@... 1
@milfordbank.com 51
@newbritainct.gov *
@newenglandcapital.com    5
@nsbonline.com 67
@npsmdit.com 0
@nuzzo-roberts.com 47

Domain Hits
@richtercegan.com 20
@rjsassociates.com 135
sbjrealtyllc@ 0
@southington.org 75
@stencilease.com 19
@superiornetwork.com     79
@sydell.net 2

*protected domain

Are your credentials on the Dark Web?



Domain Hits
@thomastonsb.com 0
@townofcantonct.org 34
@TrinityHealthOfNE.org  *
@vna-commh.org 61

*protected domain

Domain Hits
@wchn.org 138
@wctfcu.org 37
@wewlaw.net 3
@wiltonlibrary.org     38
@winnicklaw.com 11

Are your credentials on the Dark Web?



Dark Web Monitoring
• Managed Service from CTComp

• Monitor the dark web for compromised credentials 
and sensitive data. We notify you and/or your users 
when problems arise.

• Monitors your domains for email/password attacks

• Monitor personal email addresses for key employees

• Monitors your public IP address(s) for botnet and 
other attacks

• Alerts you with a ticket when a password is 
compromised.

When alerted change your password on any site you use that combination of user/password.

First Domain $75/month.  Additional domains, if needed, $35/domain/month!



We use complex passwords.  We are safe, right?

Dictionary word passwords are cracked in seconds!
vacation – 1.8 seconds (8 char - lower)
VacAtion – 7.6 minutes (upper/lower)
VacAti0n – 31 minutes (+number)
V@c#ti0n – 4 hrs (+symbol)
% V@c#ti0n? – 3 years (+10 char)

Passwords should be fully complex (upper/lower/number/symbol) 
10 char min

Use a different password for every site!  

Use password managers  
Use multifactor authentication!



Use a 
Password 
Manager



Cisco Duo Multi-Factor Authentication

• Verify users with strong 
two-factor 
authentication.

• Set policies to grant or 
block access attempts by 
identity or device and 
based on contextual 
factors such as user 
location, network address 
ranges, biometrics, device 
security and more.



User Awareness Training

The 2018 Verizon Data Breach 
Investigations report revealed that 93% 
of successful security breaches start with 
phishing. 
Managed Service 
We Phish for you quarterly 
You get results!

How do I get users from 
opening email 
and clicking links?



Do you need to make 
sure PII is secure?
• Connecticut General Statutes §

36a-701b, anyone who conducts 
business in Connecticut and who–
in the ordinary course of 
business– owns, licenses or 
maintains computerized data that 
includes personal information is 
required to disclose a security 
breach to state residents

• Losing employee or customer PII will impact 
your company’s reputation = loss of sales.

• You must offer for no cost 24 months of credit 
monitoring for each impacted user. 

• Plus Possible Fines and/or Law Suites.

ag.breach@ct.gov

http://cga.ct.gov/current/pub/chap_669.htm#sec_36a-701b
mailto:ag.breach@ct.gov


Netwrix Data Classification
Do you know where on your network PII is?



Netwrix Auditor for AD
How do you detect a possible breach?
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Endpoint Security
AV/AM, DNS Highlights

• AV/AM with Webroot

• DNS Security with Umbrella



I run 
AntiVirus/AntiMalware!

• Download signatures
• Install/Update
• Scan device
• Monitor Logs
• Download signatures
• Install /Update
• Scan device
• Monitor Logs
• Download signatures
• Install /Update
• Scan device
• Monitor Logs
Repeat

Data/Bandwidth, 
processing repeat! 
Sometimes a gigabyte 
files moving to every pc!



Time to move to a next 
generation AV

• Small footprint 500meg

• PC or MAC
• No downloading signatures 

to any machines

• Fast Scans

• Cloud based, Instant updates
• Managed Service from 

CTComp 

• We monitor and respond for 
you 

Take a look next time your 
renewal comes for AV



User clicks a link by mistake 
and malware!

You now have ransomware 
running. Then it phones 

home to get an encryption 
key and begins encrypting.



DNS Security – Cisco Umbrella

• Enforcement built into the foundation of the internet (DNS)

• Cisco Umbrella uses the internet’s infrastructure to block 
malicious destinations before a connection is ever 
established. 

• Umbrella uses DNS to stop threats over all ports and 
protocols — even direct-to-IP connections. 

• Even if devices become infected in other ways, Umbrella 
prevents connections to attacker’s servers. 
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Perimeter Security
Highlights

• Firewall Management for 
Cisco NGFW and Meraki

• Switch Management and 
NAC

• Separation of WI-FI –
Private/Public

• SIEM & SOC as a Service



Firewall Management 
Do you do this? 
If not, you are at risk!

CTCOMP Managed Service!

Cisco ASA Firewall
• Device provisioning and 
deployment
• Device upgrades and patch 
management
• Maintain policies and ACLs
• Site-to-site and remote 
access VPN management
• Policy-based control over 
applications, users and 
content
• Advanced Malware 
Protection and Detection
• IPS/IDS Policy and 
signature management
• Respond to severity 1 and 2 
events
• Auditable and accurate 
change management 
• Monthly health reporting
• Backup and recovery
• Manage license renewals

Cisco Meraki MX Firewall
• Checking appliance 
status and uptime
• Device upgrades and 
patches
• Check event logs and 
investigate suspicious 
activity
• Check Security Center
• Respond to alerts



Switch Management 
and NAC/ISE

CISCO NAC/Identity Services Engine
• Policy lifecycle management: Enforces policies for all 

operating scenarios without requiring separate products or 
additional modules.
• Profiling and visibility: Recognizes and profiles users and 

their devices before malicious code can cause damage.
• Guest networking access: Manage guests through a 

customizable, self-service portal that includes guest 
registration, guest authentication, guest sponsoring, and a 
guest management portal.
• Security posture check: Evaluates security-policy 

compliance by user type, device type, and operating 
system.
• Incidence response: Mitigates network threats by 

enforcing security policies that block, isolate, and repair 
noncompliant machines without administrator attention.
• Bidirectional integration: Integrate with other security and 

network solutions through the open/RESTful API.



Separation of WIFI –Private/Public(Guest)/BYOD
Guests on your network is so 2017! GET THEM OFF!



Can you 
proactively 

prevent 
security 

incidents?



SIEM & SOC 
as a Service

Security Information and Event Management
Security Operations Center
CTComp Managed Service
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Dessert



Q&A
Data
• Backup OnPrem, Offsite, Office365
• Email Security
• ATP, Archiving, Zix
Users
• Monitoring Dark Web - Username/Password
• LastPass
• DUO 2 Factor Authentication
• Netrix Audit & Data Classification
• Security Awareness Training
Endpoint
• AV/AM with Webroot
• DNS Security with Cisco Umbrella
Perimeter Security
• Firewall Management
• Cisco NAC/ISE
• Separation of WIFI –Private/Public/BYOD
• SIEM & SOC as a Service



Thank You for Attending!
Don’t forget your compromise packet!

See your AM tonight.

• Starters
• Trends today

•Meat & Potatoes
Highlighting Solutions
• Data   
• Users
• Endpoint
• Perimeter

• Dessert
• Q&A
•Cocktails & 
Dinner!!!

Special thanks to our presenting partners, HP & HPE!

Our partners represented in this seminar!
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